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This thesis will research the availability and applicability of using commercial off-the-
shelf (COTS) cellular software, running on a smartphone hardware platform to address 
communication requirements as identified in a 1
st
 Marine Division, Universal Needs 
Statement (UNS).  Having only conducted introductory research in to this topic, 
preliminary results have shown that the majority of the research conducted in the past 
have centered on either COTS cellular software specific to an application, or on the 
utility of tactical communication devices as they are currently being employed.  The 
intent of this research is to discover if a bridge is possible and available for cellular 
COTS software running on a COTS smartphone device to be leveraged, thus satisfying 
communication requirements of small-unit leaders in a tactical environment.   
Our hypothesis is that COTS technology can provide a number of viable options 
to address tactical communication shortfalls based on the fact that the communication 
shortfalls identified, are capabilities that the commercial industry currently exercise on a 
daily basis, (e.g., text, chat, voice, position location information, imagery and map 
viewing, streaming video, web browsing and e-mail).  All of these identified 
communication capabilities are available in military command and control systems 
however, they reside primarily at the higher headquarter levels, requiring large 
communication assets to establish those services.  Furthermore, due to technology 
shortfalls and asset limitations, only a few of these capabilities are currently being 
extended down to the small unit level.  Many small-unit leaders are experiencing that 
these limitations in communication capabilities are needlessly placing risks on their 
mission and their personnel. With COTS smartphone technology and the advancements 
made in the commercial cellular industry, this research intends to advance the study 
towards discovery of a viable COTS solution that can satisfy tactical communication 
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I. INTRODUCTION  
A. BACKGROUND 
In December 2009, a survey conducted by SavvyQuest, an omnibus survey 
service provided for by Luth Research, reported that 86% of all U.S. adults surveyed 
were found to have used a cell phone.  In a separate study conducted in November of 
2009 by the Nielsen Company, a global leader in measurement and information, it was 
found that there were over 223 million mobile users, ages 13 and older.  More 
significantly, Nielsen had estimated that by mid-2011, there would be 300 million mobile 
subscribers and that half of those would be smartphone users (Gyimesi, 2010).  As of 
June 25, 2011, a report by Online Marketing Trends showed that while Nielsen 
estimation may not have been exact, the demand for smartphones has grown 
significantly, citing that 37% of all mobile subscribers in the U.S. have smartphones.  The 
same report also showed that the demand for data by smartphone users had risen a 
dramatic 89% from the first quarter of 2010 to the first quarter of 2011 (Digital Trends, 
2011).  We are motivated through these observations by the following question:  What is 
it about these smartphones that has not only the U.S., but the world markets, so excited 
with its investments in the technology?  We note initially that smartphone technology 
originated with third-generation (3G) cellular technology, which allows users not only to 
accomplish conventional mobile communications service, but to comparably perform 
virtually every function that a personal computer can perform.  In a nutshell, a 
smartphone is a handheld, cellular and wirelessly connected device that employs a host of 
enhanced hardware and software features, enabling its user to access digital services to 
accomplish tasks that were once only possible with a computer. 
As the demand for smartphone technology continues to accelerate, the U.S. 
military has also begun to take an interest in discovering how it might leverage this 
technology for tactical employment.  In fact, as the factors of time, space, and available 
resources continue to drive requirements in virtually every garrison and combat operation 
within the military, the need to reliably communicate vital information to higher, adjacent 
and subordinate elements becomes increasingly critical (Conway, 2008).  Although the 
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military has an arsenal of items and systems that it regularly employs to enable command 
and control, there is no asset or infrastructure within that arsenal that can competently 
compete with the robust capabilities of a commercial smartphone.  Furthermore, the 
majority of these current military communication systems are rigid in their adaptability 
towards evolving requirements as identified in a 1
st
 Marine Division (1
st
 MARDIV) 
Universal Needs Statement (UNS) (Hastings, 2009).  For example, Push-to-Talk (PTT) 
radios are limited by the terrain, weather and their operational frequency bands.  The 
greater majority of military communication systems that do support data requirements are 
not man-packable.  The ones that are, such as the Enhanced Position Location Reporting 
System (EPLRS), offer a data throughput capacity of 2Mbps (using EPLRS version 4) 
but is still constrained to a Line of Sight (LOS) topology (GlobalSecurity, 2011).  Other 
military data-enabled devices are advertised as being able to support the small-unit 
leader‘s data requirements, such as with GPS and graphical data overlay, but unlike a 
commercial off-the-shelf (COTS) smartphone, those devices and their support systems 
are far from being as simplistic and intuitive to use as a smartphone. 
Responding to a published USMC Universal Needs Statement (UNS), authored 
by small-unit leaders of the 1
st
 Marine Division, this research will address the 
communication gaps as identified in that UNS by looking to satisfy those communication 
requirement shortfalls with a viable COTS solution.  The UNS was produced as the result 
of small-unit leaders finding it increasingly challenging to close communication gaps 
using existing military end items and other limited communication systems available to 
them.  Shortfalls in communication can quickly become the primary reason directly 
responsible for the dynamic and negative consequences our forces face in both garrison 
and combat environments.  More specifically, unreliable transmissions or shortfalls 
limiting communications may have dire results such as mission failure, serious bodily 
harm, or even loss of lives in both training and combat environments.  While there are 
several programs of record, specifically the Joint Tactical Radio System (JTRS) that has 
been initiated to address such communication capability gaps and shortfalls, the long 
procurement process, as well as the inherent technical risks and logistic challenges 
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associated with the program, has led to a significant time lag in its full fielding to the 
operational forces for employment in satisfying communication requirements. 
B. PURPOSE 
This research will explore readily available commercial products that can provide 
a viable COTS solution to the communication gaps identified in the 1
st
 Marine Division‘s 
UNS.  Additionally, in support of the ongoing efforts by Naval Postgraduate School‘s 
Military Wireless Communication (MWC) research group, this research seeks to assist in 
identifying the applicability of the commercial cellular technology, specifically the 
smartphone device, for use in combat operations and other military applications.   
The global demand for cellular technology has grown at an incredible rate.  
People today routinely depend upon it to conduct normal day-to-day activities, and as a 
result of these demands, the commercial industry continues to advance the technology 
and the functionalities of smartphones in both, cellular and wireless capabilities.  
Examples of smartphone functionalities include voice recognition dialing and texting; 
high resolution photographic and video capturing; the newly emerged ―swiping‖ as a 
novel means of text input; and greater data processing compatibilities with dual- and 
quad-core processors.  Other examples of cellular capability advancements are near-
ubiquitous Internet access, incorporated global positioning systems for personnel and 
materiel tracking, advance encryption standard (AES-256) for voice and data 
transmissions and the anticipated mobile cloud computing. 
Cellular technology is a continually evolving technology and must be further 
researched by the military for a number of reasons, to include enhancing communication 
capabilities, cost savings while extending the reach of the tactical edge, data processing 
and throughput capacity, the utility, and versatility of applications that can enhance 
decision making.  Understandably, before cellular technology, in general, and 
smartphones, specifically, can be incorporated into a DoD command and control suite, it 
must first overcome some significant roadblocks; most notable are the current DoD 
polices regulating cellular use, network security, and device accreditations.  However, 
with greater understanding through further exploration of the potential benefits in 
leveraging cellular technology, the military may employ such technology to provide an 
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enhanced command and control system—especially as it looks to the future to create a 
Network-Centric Warfare (NCW) architecture.   
The DoD has had a lot more than just a passing interest regarding employing 
smartphones for its worldwide work force, as the DoD has been using BlackBerrys for a 
number of years now.  There are also other independent efforts currently underway to 
explore viable ways that cellular COTS technology can be employed in the DoD, such as 
Connecting Soldiers to Digital Applications (CSDA).  This effort is headed by the U.S. 
Army‘s Capabilities Integration Center (ARCIC) and the Army‘s CIO/G6, with support 
from Army Training and Doctrine Command (U.S. ARMY CIO/G6).  The purpose is to 
test the applicability and utility of employing cellular COTS technology to enhance the 
situational awareness of Soldiers in the field.  The mid-2010 pilot program equipped 
Soldiers with hand held devices running smartphone applications that would help 
distinguish between friendly and foe forces (Rosario, 2011).  From successful programs 
such as these, the Army has embraced leveraging cellular COTS technology to help solve 
serious communication shortfalls.  The existence of these kinds of efforts, as well as the 
tempo with which research is progressing, is indicative of the importance as to why the 
DoD must continue to look at leveraging the emerging capabilities of cellular technology 
to empower tomorrow‘s warfighters. 
C. SCOPE 
Our research will focus on COTS smartphone applications residing over a cellular 
and/or wireless network, on a single hardware platform that satisfies the communication 
requirements of small-unit leaders.  The overall intent of the research is to identify one or 
more readily available COTS smartphone and smartphone applications that adequately 
addresses all or most of the communication requirements as set forth in the UNS.  The 
research will provide a comprehensive, composite view of how the Marine Corps could 
potentially leverage COTS cellular capabilities, particularly as a means of extending 
viable data networking to deployed forces at the forward edge. The work of this thesis 
will attempt to answer the following questions: 
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1) How can COTS smartphone technology more effectively and efficiently 
enhance a small-unit leader‘s command and control capabilities in a tactical 
environment than can be accomplished using currently available military 
communication end items? 
 
2) How may the communications requirements, as identified in the 1st Marine 
Division UNS, be better addressed with a cellular COTS solution? 
 
3) How might the advancements in COTS cellular technology be leveraged by 
the U.S. military to enhance command and control (C2) systems for future 
garrison and combat environments? 
 
Additional questions that this thesis research will attempt to address are: 
 
1) Given an array of garrison and combat environment scenarios, does the 
technology support transitioning requirements of the small-unit leader, 
specifically the C2 subset requirements set forth in the Marine Corps Combat 
Development Center, Capabilities Development Doctorate, Command and 
Control Integration Division Capability Set V, (MCCDC CDD C2ID 
CAPSET V) and the DoD‘s doctrine for Net Centric Warfare (NCW)? 
 
2) Can the COTS cellular technology employed in a tactical environment provide 
equally applicable utility for warfighters in a garrison environment as well, or 
will tactical services and garrison services be incompatible capability sets? 
 
3) With a wide variety of COTS smartphone operating systems and hardware 
devices to choose from, which option or combination is most applicable to the 
DoD and of greatest benefit to small-unit leaders? 
 
The Operating System (OS) of a smartphone is what uniquely distinguishes it 
from other mobile (or cell) phones, and it is the advancements made with operating 
systems that has enabled the smartphone to run productivity applications such as 
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spreadsheets, word processing, graphics programs, etc.  Though there are multiple 
manufacturers, vendors, and carriers that offer consumers a large pool of smartphone 
devices from which to choose, there is relatively a much smaller pool of options 
regarding smartphone OS‘s.  Meaning, there are a number of different devices (hardware 
and platforms) running the same basic smartphone operating system but then the software 
can differ in middleware or at the application layer and beyond.  Therefore, this research 
will be conducted as an exploration of commercial advancements in cellular and wireless 
technology, specifically looking at COTS smartphone operating systems and their 
software applications.  The research will include smartphone devices yet be primarily 
focused on the operating systems and the software applications that directly address the 
communications requirements as identified in the UNS.  This research will be conducted 
through a data gathering process, capturing pertinent information regarding candidate 
smartphone operating systems and smartphone applications.   
The gathered data on these COTS products will then be compared and contrasted 
to one another in an effort to quantify their applicability towards satisfying the 
requirements as specified in the UNS.  The end goal for this body of work then is to 
identify a commercial COTS solution that satisfies the capability requirements as has 
been identified in the 1
st
 MARDIV UNS.  Through a side-by-side analysis of candidate 
smartphone operating systems; allotting considerations to the greater purpose such as 
cost-benefit to the Marine Corps, scalability to service a wider range of military 
operations and survivability against the long DoD life cycle.  The findings of this effort 
should derive a recommendation as to which smartphone operating system would best 
support the current and future requirements of the small-unit leader.     
D. THESIS ORGANIZATION 
Chapter I will validate the need for this research by providing an overview of the 
purpose and relevance of this research.  It will expound on the submitted Universal Needs 
Statement (UNS) of the 1
st
 Marine Division as it pertains to adopting COTS technology 
to satisfy identified communication capability gaps.  This chapter will also provide 
background information regarding the commercial demand for cellular technology, 
specifically smartphone capabilities.  Chapter I is intended to endorse a stronger military 
 7 
embrace of cellular technology as a viable solution to satisfy gapped communication 
capabilities to small-unit leaders.  In highlighting some of the latest advancements in the 
cellular industry, applicable examples of how these advancements could potentially 
benefit the Marine Corps will also be used.  The Chapter will conclude with a discussion 
of how this body of work is organized. 
Chapter II will define the Marine Corps‘ Universal Need Process (UNP) to 
establish common understanding of why this process is necessary and the purpose it 
serves.  The chapter will identify the various communication end-items and systems 
currently available to Marine Corps small-unit leaders.  The chapter will highlight the 
strengths and weakness of each of the addressed communication end-items‘ capabilities 
so that the significance of the identified gaps can be appreciated.  Referencing the 
submitted UNS by 1
st
 MARDIV, Chapter II will elaborate on those identified capability 
gaps and introduce the communication requirements of tomorrow‘s warfighter.   
The chapter will also provide an overview of how these communication end items 
for the small-unit leader are currently being employed.  Emphasis will be given to where 
communication gaps exist in these radio network topologies.  An overview of a proposed 
tactical cellular network will also be given in this chapter.  Introductions to how COTS 
cellular technology could be a viable solution for closing those identified communication 
gaps will also be expounded on.  The chapter will introduce what the way ahead may be 
for this technology as it pertains to Marine small-unit leaders by providing overarching 
USMC and DoD perspectives regarding the implementation and employment of cellular 
capabilities in C2 systems.  The chapter will identify the current standards a system or 
capability must seek to satisfy before it can operate on a military Command and Control 
system.  Chapter II will conclude with a recommendation to explore cellular/smartphone 
technology as the way forward to addressing the identified shortfalls. 
Chapter III will identify the industry leading smartphone Operating Systems 
(OSs).  It will specify what the fundamental foundation is for each of those identified 
operating systems, so that a general understanding of what those OS‘s scalability, utility 
and survivability characteristics are considered.  It will help us contrast the industry 
leading smartphone operating systems to give familiarity of what inherent capabilities 
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each system‘s design has.  Industry leading mediums for cellular transmission will also 
be discussed to discover what smartphone operating system is most flexible towards 
requirements when operating in a fluid tactical environment.  Greater clarification and 
examples will also be given to depict how cellular technology could be of potential 
benefit to both the Marine Corps and the individual warfighter.  The availability and 
utility of smartphone applications along with the hardware platforms that users interface 
with to access applications, will also be discussed.  In addition, other smartphone-like 
devices manufactured by nontraditional cellular venders, will also be identified, with 
their capabilities explored as well. 
The method that this research effort will use to quantify the value of each 
smartphone operating system is based on criteria such as, Does it satisfy the requirement? 
To what degree does it do so? How accessible is the program? What is the cost-benefit, 
utility and flexibility of the program?  The solution most applicable to suit the needs of 
the military will be the recommended smartphone operating system that the military 
should further consider evaluating as the COTS solution to the communication shortfall.  
The goal being to determine whether or not, if brought to an ―acceptable‖ military 
standard and allowed to operate in the Marine Corps Enterprise Network (MCEN), the 
capability sets offered by the smartphone would better satisfy the requirements of small-
unit leaders than the currently available military end items.  Based on the findings of this 
effort, the chapter will conclude with a recommendation as to what COTS smartphone 
operating system—and potentially what hardware device—is most suited to satisfy the 
requirements of the small-unit leader and our warfighters at the forward edge.  
Chapter IV will provide an overall conclusion to the research study.  It will 
illustrate scenarios where a COTS solution could better serve the communication 
requirements in the given situation, for both tactical and garrison environments.   The 
chapter will provide value-added insight based upon the knowledge attained through the 
course of the research.  The chapter will revisit the intent of the research to ensure all 
objectives set forth were adequately addressed.  It will also review the communications 
requirements identified in the UNS to ensure those specified capability shortfalls were 
satisfied by the recommendation based on the findings in this body of work.  The chapter 
 9 
will conclude by highlighting other significant capabilities that the recommended solution 
can provide though not explicitly stated in the UNS and layout potential future research 
topics to further develop COTS smartphone technology for military applications. 
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II. SMALL-UNIT LEADER COMMUNICATION ASSETS 
Loosely defined, a command and control system can be any means or method by 
which a commander is further enabled to communicate and control his or her forces, be it 
through audio, visual, electronic, or some other viable method.  For the vast majority of 
us, when we hear the term ―command and control system‖ we typically envision a large 
and complex communication system employed to support a full-scale data network of 
multiple nodes with big bandwidth requirements.  For the small-unit leaders, however, 
command and control systems are, by intended design, small and simplistic in 
comparison to the systems needed to support a higher headquarters.  The operational 
constraints of the small-unit leader requires for these devices or systems to be man-
packable, reliable, available in greater quantities (affordable in mass) and relatively 
intuitive (simple) to use.  Therefore, these small-unit command and control systems 
currently range from hand-and-arm signals to electronic devices that enhance audio 
communication and, in some cases, can even provide a limited data throughput 
capability. 
A. MARINE CORPS’ UNIVERSAL NEED PROCESS (UNP) 
To ensure a process exists for leaders at the highest levels to quickly learn of, and 
address, specific gaps in mission-critical capabilities as identified by the experiences of 
Marine Corps‘ operating forces, Marine Corps Order (MCO) 3900.17 specifies the 
process that any Marine, having identified a gap or shortfall with an existing capability, 
can submit a request to attain a speedy and viable interim solution to satisfy that 
requirements gap.  The Urgent Needs Process (UNP) is initiated with the submission of a 
Universal Needs Statement (UNS) that identifies a gap or shortfall in the capabilities of 
currently available assets and is needed to ensure the accomplishment of the mission 
(Headquarters, 2008b).  An example of a critical need could be bullet-proof armor for 
High Mobility Multi-Wheeled Vehicle (HMMWV), as a number of HMMWV‘s are 
typically equipped with vinyl door inserts (we make no claim that bullet-proof armor for 
HMMWV‘s were a result of a UNP.  The statement is made solely as a potential example 
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of an urgent need during mission critical operations).  Once the identified gap is captured 
in an UNS or an Urgent UNS, that documentation is routed and validated through that 
Marine‘s Chain of Command, up to the General Officer level.  Should that identified gap 
be found unsubstantiated, meaning there is a current capability, within the readily 
available assets of the unit, branch of service or DoD that does adequately addresses that 
specified gap or short fall, the request ceases to be forwarded, and mediating actions are 
taken at the appropriate level as required to address it.  However, should the identified 
capability gap be validated all the way up the chain of command to the General Officer 
level, the UNS is submitted to the Combatant Command-Level Marine Component 
Commander, initiating the UNP.  It is within the UNP that interim solutions to the 
identified gap or shortfall are sought after.   The solution determined to be most viable 
based upon the varying criteria of the situation, is then routed back down to the 
subordinate command for their SA and employment.  In the case of the hypothetical 
HMMWV example, bullet-proof doors, windshields and hatches are quickly procured and 
expedited to the theater of operation where HMMWV‘s can be cycled through the motor 
pool to be outfitted with the new bullet-proof armor. 
Though the UNS and UNP are actually more dynamic than the linier process 
described above, involving multiple personnel at various levels of commands, for the 
purposes of this body of work, the UNS and UNP illustrates the means for which the 
Marine Corps discovers potential vulnerabilities in its capability sets.  The UNP solution 
is therefore, an interim one because it seeks to fulfill a capability gap that, if not satisfied 
quickly, bears an immediate or imminent threat to the accomplishment of the mission or 
may greatly increase the risks for casualties during operations.  An attained solution via 
the UNP however, is not to say that the identified capability gap or its solution would 
necessarily evaporate upon the accomplishment of that mission.  In fact, capability gaps 
along with their identified solutions through the UNP could very likely be further 
explored in the Marine Corps‘ Expeditionary Force Development System (EFDS), which 
is responsible for the assessment and development of capabilities to satisfy identified 
requirements.  Through a cyclic four-phase process, EFDS works to not only codify the 
delivered solution that had satisfied the gapped capability requirement but to also ensure 
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that those potential capability gap solution also have sustainable support infrastructures.  
Doing so, ensures that the solution is a viable long term fix and not a temporary patch to 
a potentially larger problem.   
Therefore, while UNP does ultimately allow for a viable solution to be attained 
more rapidly than would be possible through normal deliberate processes, UNP is the 
exception.  EFDS is the process by which Marine Corps war fighting capabilities are 
typically explored and developed for validated capability gaps and shortfalls 
(Headquarters, 2008a). 
B. VOICE AND DATA SYSTEMS (MAN-PACK) 
Identified below are the current electronic communication assets that today‘s 
Marine small-unit leaders have available to them to enhance their command and control 
of forces. 
1. Integrated Intra-Squad Radios (IISR), AN/PRC-153 
 
Figure 1. Integrated Intra-Squad Radio (From Motorola, 2011) 
The Integrated Intra-Squad Radio (IISR), commercially known as the ASTRO 
XTS-2500 Digital Portable Radio, is a Motorola manufactured handheld radio that the 
Marine Corps adopted and adapted to enhance its tactical level communication 
capabilities.  The IISR can provide short range, secure digital voice communications for 
and within the small unit levels.  The IISR was the Marine Corps‘ solution to an Urgent 
Need Statement (UNS) that originated in May of 1999, which identified the need for 
small units, such as a squad or fire team size element, to better communicate beyond the 
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normal speaking range without compromising their location or position.  The strengths 
associated with the IISR are its light weight (approximately 1.5 pounds); its size; and its 
ease of use, with reprogrammable channels, push-to-talk feature, and compatible headset 
attachments.  Where the IISR falls short in satisfying today‘s communication 
requirements, is with its limited line of sight range (UHF) at 1km or less, its half-duplex 
mode of communications, and its lack of data transmit and receive capability 
(MARCORSYSCOM, 2011).  
2. Tactical Handheld Radio (THHR) AN/PRC-148 
 
Figure 2. Tactical Handheld Radio (From Thales Communication, 2011) 
This Multi-Band Intra-squad Tactical Radio manufactured by Thales 
Communication, is a handheld radio more commonly referred to as an MBITR.  It was 
originally procured to provide secure communications for Marine Corps reconnaissance 
and infantry units.  The radio now, however, is commonly found employed throughout 
the Marine Corps in practically all of its units, in all four Marine Expeditionary Forces 
(MEF), as its concept of employment was later expanded for general purpose use.  
Significantly more robust than the IISR, the MBITR has an increased range of up to 12 
miles, is capable of operating in both VHF and UHF bands, and has a vehicle mount 
variant, the VRC-111, that can boost the power output from as low as 0.1 watts to 20 
watts.  The strengths of the MBITR, in addition to those aforementioned characteristics, 
are its embedded NSA approved type-1 encryption; its relative light weight, 
approximately 2 pounds; its interoperability with the Single Channel Ground-Air Radio 
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System (SINCGARS) waveform; its satellite communications (SATCOM) capability; 
and its compatibility with the Joint Tactical Radio System (JTRS) software 
communication architecture (AN/PRC-148 JEM) (Thales Communications, 2011).  The 
major shortfall of the MBITR is the radio‘s limited data capability.  While it does have 
the ability to transmit and receive data with an enhanced data mode (EDM) of 9600 baud 
rate, today‘s forces that are ―in the fight‖ are further challenged to send and receive data 
communication when using the MBITR‘s because of its signal variance and signal loss 
when those troops are on the move. 
3. Tactical Handheld Radio (THHR) AN/PRC-152 
 
Figure 3. Tactical Handheld Radio (From Harris Corp., 2010) 
Manufactured by Harris Corporation, the capabilities and characteristics of the 
AN/PRC-152 handheld radio are similar in comparison with the MBITR.  Though these 
two radio sets are far from identical, for the purposes of this  research, the AN/PRC-152 
and the AN/PRC-148 are tied together in that they both fall short in their capabilities to 







Figure 4. AN/PRC-117G Radio (From Harris Corp, 2009) 
The AN/PRC-117G is likely the most versatile and robust radio used in the 
Marine Corps today with its NSA type-1 COMSEC, multimode and multiband capability, 
significantly reduced size, certified JTRS software communication architecture, Adaptive 
Networking Wideband Waveform (ANW2), and variable data transmissions capabilities.  
This interoperable AN/PRC-117G, manufactured by Harris Corporation, was designed 
purposefully to provide tactical commanders with increased flexibility in planning and 
mission management through the use of just one single, integrated network.  It achieves 
this by being able to operate over a greater frequency spectrum, in both VHF and UHF. 
By operating at the higher frequencies, (compressed waveforms) the AN/PRC-117G is 
able to combine voice and data traffic (up to 5 Mbs), enabling greater flexibilities and 
capabilities to its users (Harris Corp., 2009). 
Though robust and versatile, the AN/PRC-117G is not intended to be the primary 
means of communication for the dismounted small-unit leader to command and control 
his or her forces.  The voice networks that the AN/PRC-117G radio supports are 
primarily for company level and above.  At the lowest levels, only the platoon sergeant, 
platoon commander and the individual squad-leaders are the ones who would typically be 
employing this radio.  Though within any given scenario, the situation will more often 
than not, dictate the manner by which communication assets are dispersed and employed, 
but the point remains that not every Marine has one.  The concept of employment for this 
radio system was never intended for every Marine to carry one.  By doctrine, the smallest 
fighting element of a Marine unit is a fire team.  A fire team consists of four Marines, 
each with a varying responsibility within that fire team.  The next larger size Marine 
 17 
fighting unit is a squad.  A Marine squad consists of three independent fire teams, and a 
squad leader that is overall responsible for those three fire teams.  Therefore, in a 13-
Marine element, only one (if at all) will typically have the AN/PRC-117G with which to 
communicate to higher headquarters on.  A platoon then is the combined force of all three 
squads, with three personnel that make up the leadership of that platoon: a platoon guide, 
a platoon sergeant and a platoon commander.  In this age of fighting a ―Three-Block-
War,‖ maintaining solid communication links with every Marine in a small-unit leader‘s 
team, be it fire a team, squad or platoon, is even more essential, since it is very likely 
warfighters will find that a combat scenario drastically changes from one block to the 
next (Catagnus, 2010).  Small-unit leaders who find themselves without a solid 
communication capability, have limited available options in which they can employ to 
ensure communication is maintained with their Marines. 
5. Joint Tactical Radio System (JTRS) 
 
Figure 5. Joint Tactical Radio System, Handleld and Manpack Radios (From 
General Dynamic and Thales Communication, 2011) 
An enterprise effort encompassing multiple programs-of-record aimed toward 
solving varying communication gaps and shortfalls on a multitude of military 
communication end-items is planned as the next-generation voice and data radio system.  
For the purpose of this body of work, the focus will be on the JTRS Handheld, Manpack 
and Small Form Fit (HMS) product lines, as these are the tactical communication assets 
intended for the small-unit leader, (excluding the small form fit radio, that is intended for 
unmanned aerial and ground systems) (Rosenberg-Macaulay, 2011).  While the JTRS 
family of devices and its architecture are not yet fully fielded, these General Dynamic 
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and Thales radios are implementations of the software defined radio (SDR) concept and 
are built on a service component architecture (SCA) framework.  The AN/PRC-154 
Rifleman Radio and the AN/PRC-155 Manpack have both attained varying degrees of 
success during testing and evaluations.  The Rifleman Radio operates in the Soldier 
Radio Waveform (SRW) using NSA type 1 encryption and the Manpack multiband radio 
operate with NSA type 1&2 encryption on SRW, HF, VHF, UHF, EPRLS and MUOS 
waveforms (Mercer, 2011). 
 In March, 2011, the Army executed the capabilities of the Riflemen Radio in 
capabilities demonstration exercise using a configuration using smartphones plugged into 
the radio.  The combination of the two technologies enabled troops, simulated at the 
forward edge, to send and receive data such as short text instructions, photos, and their 
GPS locations, in addition to passing voice traffic.  The data traffic load over the network 
was provided by a ―WIN-T satellite terminal known as SNAP (Secure Internet Protocol 
Router/Non-secure Internet Protocol Router Access Point)‖ (Heininger, 2011).  The 
exercise, while mostly a success, brings to light the fact that in the vast majority of all 
military functions, garrison and training environment vice an extreme austere combat 
environment, a COTS smartphone alone could have accomplished those similar 
objectives without the use of the Riflemen Radio or the WIN-T terminal.  This is not 
meant to discredit the innovation and success of the demonstration, the point here is that 
success was garnered through the utility of COTS smartphones and smartphone 
applications.  The radios simply provided the transmission path to the SNAP.  If a 
cellular signal or another appropriate commercial off-the-shelf cellular network with a 
compatible interface to the access point could be extended to the tactical edge, for the 
purpose of this body of work, the Riflemen and Manpack radios would not have been 
necessary.     
The capability gaps and shortfalls, and possibly the over-redundancies of end 
items, trying but still falling short to satisfy the requirements of today‘s small-unit 
leaders, must be addressed.  Sincere concerns over tomorrow‘s tactical communications‘ 
assets not adequately being addressed today, by tackling these critical capability 
shortfalls has prompted small-unit leaders, such as the ones at 1
st
 Marine Division, to 
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generate the UNS upon which this body of work is centered.  Capabilities such as instant 
text and chat; reliable long haul, position location; imagery; ISR data link; and even 
access to electronic mail from the field, are all becoming more and more apparent as 
necessary capabilities to fight and win tomorrow‘s battles.  In the remainder parts of this 
work, commercial industry leading smartphone and smartphone-like devices, along with 
their relevant applications, are compared and contrasted to identify which device and 
application would qualify (if any) for further assessment and possible incorporation as a 
DoD C2 system or network component. 
Understandably, any recommended device or capability would have to undergo 
the DoD‘s security and accreditation process before further considerations and actions 
could be made towards incorporating that recommendation.  The DoD does not allow for 
personal devices to be directly connected in to the Defense Information System Network 
(DISN) enterprise because of the high security risk driven by the high vulnerabilities 
associated with the inherent mobile operating systems.  So, while this body of work does 
not address, directly, accreditations and certification, the Department of Defense 
Instructions 8510.01, dated November 28, 2007, documents the details of the Department 
of Defense Information Assurance Certification Process (DIACAP) (DoD, 2007).  
DIACAP is the process by which information systems are certified compliant with 
current DoD security standards and, once approved, can be subsequently accredited by 
designated officials for operational employment.  Considerations to DoD policies 
regarding profile configurations, i.e., Security Technical Implementation Guides (STIG), 
must also be adhered to in this regard for mobile or cellular devices. 
C. COMMUNICATION CAPABILITIES REQUIREMENTS OF THE 
SMALL-UNIT LEADER 
Every Marine has firsthand knowledge of how ―field stripping‖ supplies and 
leaving behind as much peripheral material as possible, can help with minimizing the 
combat load to be carried on a Marine‘s back when heading out to the field.   The old 
saying of, ―better have it and not need it, then need it and not have it‖ quickly reaches a 
point of diminishing returns when the added weight of those things prevent him or her 
from being able to functionally perform required duties.  Some items however, cannot be 
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left behind, such as his weapon.  There are also additional items that must go, yet remain 
heavy to carry, such as additional ammunition, water and communication equipment.  All 
of which, gets piled on in addition to the weight a Marine already has to carry.  Fifteen 
pounds by itself may not seem like much, yet when that weight that has to be carried 
increases from 65 pounds to 80 pounds because of a radio, those additional fifteen 
pounds matters.  For the vast majority of Marines, the weight alone is not the problem—it 
is the evolution being performed while carrying the combat load weight that makes it 
more challenging.  Marines field strip (leave items behind) because we understand there 
comes a point when the weight we must carry begins to significantly affect our combat 
effectiveness.  Therefore, the lighter a Marine can make the gear to be carried, the better 
that Marine will likely perform. 
Leveraging field experiences of communication shortfall challenges, and our 
communication planning and execution knowledge, we list below a number of 
communication requirements with characteristics that we observe may greatly serve 
tomorrow‘s warfighter, if capably satisfied.  
1. Man-Packable  
The challenge with the term ―man-packable‖ is that it invites interpretation.  
An IISR, weighing approximately 1.5 pounds is considered just as man-
packable as the 45lbs Knighthawk communication suit by Harris Corp.  There 
is obviously a disparity with these interpretations of man-packable.  Granted 
both can be carried by an individual person however, the effective fighting 
ability of that person when carrying said communication device must always 
be considered.  Enhancing the communication capabilities of a warfighter 
cannot come at the expense of the warfighter‘s diminished operational 
abilities.  The total combined weight of the device or system should not 
exceed 2 pounds with the total size (volume) of a device or system to not 
exceed 7.5 cubic inches.  This would be approximately the size of a person‘s 
hand: 5 inches long x 3 inches wide x 0.5 inch height or depth (Department of 
Defense, 1995).  This nominal weight and size would not only fit into the 
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utility coat pocket of a warfighter‘s battle dress uniform (BDU), but in doing 
so, it would keep the communication device readily accessible to the 
warfighter for use. 
2. Confidentiality 
Protection to ensure against unauthorized access of information is an essential 
part of operation security and mission success.  This entails for the operator to 
be mindful of the operator‘s environment as well as having an awareness of 
the capabilities/limitations of the particular device or medium the operator is 
using, before passing traffic.  The National Security Agency (NSA) 
establishes and maintains the requirement standards (encryption algorithms) 
that communication devices must satisfy to meet NSA approval.  There are 
four product types, types I-IV, each with varying degrees of security that 
developers strive to attain with their products depending on the products 
intended purpose (Reuvers, Paul & Simons, Marc, 2011).  For the tactical 
small-unit leader, only an appropriate level of protection for the device‘s 
software and hardware, as well as the users traffic (for both voice and data) is 
required.  In many cases, an NSA approved Type-III encryption device 
satisfies this requirement.  This could be achieved by manufacturer‘s 
designing a device aid at satisfying DISA‘s Security Technical 
Implementation Guide (STIG) as illustrated in the DoD‘s Information 
Assurance Certification and Accreditation Process (DIACAP) or 
manufacturers could develop an external sleeve, separate from the device that 
satisfies this security requirement. 
3. Ruggedized  
―Ruggedizing‖ gear has increased in interest with manufacturers as they 
respond to the demands of consumers looking for more durable in particular 
products.  The concept of ruggedizing a piece of equipment spans from 
adding-on a protective sleeve to the device, to encasing the entire piece of 
equipment in a Kevlar housing.  To satisfy the requirement of the tactical 
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small-unit leader, a communication device only needs to meet or come 
acceptably close to MILSPEC 810g standards (Department of Defense, 2008).  
While MILSPEC 810g does seek to ensure the survivability of a piece of gear, 
as that piece of gear will be expected to be operable in a more demanding 
environment, it should not be the defining factor for a device‘s acceptance.  In 
addition, the ―ruggedizing‖ of the piece of equipment must not have a 
significant impact on the total cost of the end item, or hamper its operational 
functionalities. 
4. Multi-Band and Multi-Mode Capable  
Warriors want to account for as minimal gear as possible.  As indicated 
earlier, warriors employing current systems could potentially have to carry 
and account for a number of end items in order to employ their radio 
communication system.  The new technology device that a warrior will have 
to carry and employ, should be as robust as possible so that as a standalone 
device, the capabilities of that device is operable across an array of 
frequencies and, in multiply modes without the aid of a network-based 
infrastructure.  It must support data requirements and function with 
multitasking capabilities.  This would include the ability to change from RF, 
to cellular, to IEEE 802-series wireless protocols whether operating in voice 
or data mode.  A device with this kind of robustness would not only reduce 
the number of devices a warfighter would have to account for and maintain, 
but it would also better serve in satisfying a broader range of capability 
requirements.  A software defined radio (SDR) device built according to a 
specified software communication architecture (SCA) could theoretically 
achieve this.   
5. Specific Capabilities 
* Achieve reliable point-to-point and point-to-multipoint voice on multiband 
frequencies, to include the ability to interoperate with cellular protocols such 
as Code Division Multiple Access (CDMA), Time Division Multiple Access 
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(TDMA) or Global System for Mobile Communications (GSM) and wireless 
802.11 compatible-devices. 
* Support 500 kbps data communication throughput for on-the-move users 
and a 2 Mbps throughput for stationary users.   
* Digitally display imagery and current position location, as well as 
destination location.   
* Meet Open Mobile Alliance (OMA) standards for mobile web and Internet 
access devices; enabling a plethora of common access capabilities such as 
instant messaging/text, e-mail, Push-to-Talk (PTT) over RF and cellular, etc. 
* Have sufficient battery power to sustain 15 hrs of continuous use and 72 
hours of minimal/ intermittent use. 
D. SMALL-UNIT LEVEL COMMUNICATION 
 In a typical rifle platoon, there are three squads, consisting of 13 Marines in each, 
with a leadership structure consisting of a Guide, a Platoon Sergeant and one officer as 
the commander of the platoon.  Though configuration variations do exist depending on 
manning force structure, mission, unit, etc., the personnel count for a typically Marine 
rifle platoon is 42 Marines.  The smallest element that Marines, by doctrine, will deploy 
to conduct operations is a fire team.  A fire team consists of four Marines, one of whom is 
the fire team‘s leader and the other three members having respective titles that reflect 
their individual responsibilities.  Although neither the squad nor fire team is intended nor 
expected to act alone as independent units, but rather as actionable parts to a larger force 
(i.e., a platoon), as the Marine Corps has been engaging more in urban environment 
operations, a smaller, more agile force does have the advantage with greater freedoms of 
movement in restrictive terrains.  In an operational scenario, ideally every Marine in the 
platoon is equipped with an IISR for communication.  Within the respective fire team or 
within the entire squad, those radios would be dialed in to a specific frequency to allow 
for intrasquad or intrafire team communications.  This being dependent on the mission, 
the number of radios the unit has as well as the number of radio nets and frequencies the 
unit has available to them for use.  Each Fire team can operate and communicate 
independent of one another or the entire thirteen Marine squad can move and 
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communicate together as one unit.  Control of the squad is maintained by that squad‘s 
leader.  The same is true across all the individual three squads in the platoon, with control 
of the platoon being maintained by its platoon‘s commander.  This pattern of 
organizational control is replicated up through the company level (three platoons in a 
company) to the highest organizational level in the Marine Corps, the Marine 
Expeditionary Force (MEF).  A MEF consists of three elements, a Combat element, an 





Figure 6. Marine Squad in ―Vee‖ Formation (After Citadel NROTC, 2000) 
Fire Team 1 Fire Team 3 
Fire Team 2 
Squad Leader 
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Figure 6 depicts a Marine squad in a ―Vee‖ formation.  Not reflected in the 
diagram are the respective operating distances that the members of in fire team may 
possibly exercise.  Depending on the situation, fire team members can operate alongside 
one another or at distances of 20 or more yards apart.  We make no assertions that this is 
the only way Marines deploy or how communication assets will be disseminated utilized 
in an operational environment however, the depiction shown in Figure 6 is factual.  If all 
members of the team are equipped with an IISR, and in open terrain, the transmission 
distance of the radio is less significant as it can capability operate up to 1 kilometer.  Yet, 
if the team is in a heavily wooded environment with heavy brush and foliage, the team is 
forced to operate closer to one another to ensure LOS communication is maintained.  
Another scenario where fire team members could be forced to operate in closer proximity 
to one another could be during times of low visibility.  Losing visual contact could be just 
as detrimental to the mission or that Marine, as losing communication contact is.  In this 
scenario, a capable device that could operate virtually free of distance limitations, 
providing a Marine with position location relative to the other team members would be 
invaluable.  To date, if that Marine has anything at all, it will likely only be an IISR. 
The squad leader who is responsible for those three fire teams, will likely have in 
addition to an IISR, an MBITR or a PRC-117G radio with which to communicate to the 
Platoon Guide, Platoon Sergeant, or Platoon Commander with.  Any relevant traffic that 
is passed from higher, the squad leader relays to the squad via the IISR.  The propagation 
characteristics of Ultra High Frequency (UHF) coupled with the terrain or other LOS 
obstructing obstacles however increasingly complicates the capability of the IISR to 
maintain connectively with the radio network.  This constrains a fire team (or the entire 
squad) to operate within closer proximities of one another or risk losing radio contact.  In 
an urban environment where buildings and other obstacles can easily obstruct LOS, the 
capabilities of the IISR to enable communication become even more limiting.  The 
MBITR or PRG-117G, however, if carried by each of the squad leaders, the Platoon 
Sergeant, and the Platoon Commander, can operate in the Very High Frequency (VHF) 
range as well as UHF, allowing for the squads to operate at greater distances away from 
one another than would have be allowed for by the IISR.  This radio set ultimately allows 
 26 
for more flexibility to the command structure of the platoon to communicate with those 
individual squads, as well as for the platoon commander to communicate up to the 
platoons‘ higher command, namely, the company. 
An obvious communication capability gap with these currently employed assets is 
that the squad leader has no way of passing data down to the fire teams and vice versa.  
Even when the squad‘s fire team is operating within close proximity to each other, when 
the squad leader receives data intelligence from the platoon commander and wants to 
share it with the fire team leaders, he is limited to either relaying it over the voice net or 
calling on the fire team leaders to physically come to his location to see it for themselves.  
While this has been how business has been done for many years, it is not only inefficient 
but doing this in a heightened or combat environment places the whole squad, perhaps 
even the mission of the squad at jeopardy, as now everyone has to hold their positions 
until information is ―sneaker-netted‖ around the squad‘s leadership.   
Another very likely scenario where this shortfall could place the squad in 
unnecessary danger, is if a fire team member, during a patrol, observes a situation where 
he deems it necessary to stop the team or the squad‘s movement.  He does so either over 
the IISR radio net (if he has a radio) or with hand-and-arm signals.  Once the team or 
squad has stopped, the observer tries to verbally (over the radio net, assuming he has one) 
explain what it is he is observing.  If he does not have a radio then he must call for the 
fire team leader, who then treks over to where the observer is to further investigate the 
situation.  Once the situation is assessed by the team leader, and if actions on the target is 
determined, be it attack or bypass, the fire team leader must somehow pass his plan over 
to each of his fire team members, as well as pass what was observed along with his plan 
over to the squad leader, who may likely also want to personally assess the situation 
before passing those observations and subsequent plans to his other two waiting fire team 
leaders.  Once all that is accomplished, the squad leader must then ensure all of this 
information gets back to the platoon commander in a timely manner.  These extra 
movements, and the time required by them, open up a multitude of opportunities for the 
enemy to exploit on to our warfighters.   
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How can COTS smartphone technology more effectively and efficiently enhance 
a small-unit leader‘s command and control capabilities in a tactical environment than can 
be done with currently available military communication end items?  If the Marine that 
made the initial observation had the capability (though a digital picture or short video 
clip) to provide his fire team leader with a visual depiction of what he is seeing without 
wasting the time, effort and energy as previously mentioned, that information could be 
easily disseminated through the squad and platoon within a relative short period of time.  
Doing so could rapidly provide everyone with the same understanding of what is going 
on and would also drastically minimize the options an enemy has to take action.  More 
importantly, it could maximize the time available for our troops to take action on that 
opportune target.  In the operations contexts that Marines often find themselves operating 
today, the urban environment makes it ever more likely that Marine fire teams will 
operate more dispersed from its squad, and the Marine squad will operate even more 
independent from its platoon.  In environments such as this, the capability to send and 
receive data is such an incredibly significant enabler, along with the many suitable 
applications emerging, that the capability must be pushed down to the lowest possible 
combat element, the individual Marine. 
E. NOTIONAL TACTICAL CELLULAR NETWORK 
The bedrock of a cellular network is the use of multiple low-powered transmitters 
to provide coverage over a certain or to a specific area.  Each transmitter is on the order 
of 100 watts or less and can provide coverage for an area as large as 20 km to as little 
0.1 km.  The area of coverage is dependent on a number of factors but is largely based on 
users within the coverage boundaries.  Typically, when covering a larger area, the 
antenna requires being placed at higher elevations allowing for signal propagations to 
span out further.  Additionally, when signal coverage is intended to provide service to a 
densely populated area such as a metropolitan area, that total coverage area must be 
broken down respectively by the number of users within the coverage area in to smaller 
cells.  This is achieved through a process known as cell splitting.  To accomplish this, 
more antennas, base stations and frequencies are required; frequencies being the most 
significant of the three.  This is because within the usable UHF spectrum, a service 
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provider only has access to a limited number by which they can employ.  The four 
primary frequency bands are 850, 900, 1800, and 1900 MHz. Furthermore, since a 
cellular antenna is typically configured to propagate omni-directional; providers employ a 
frequency reuse strategy called reuse factor, that creates a theoretical hexagonal or 
honeycomb pattern allowing for the same frequency to be reused over and over again, so 
long as the minimal distance between the reused frequencies are adhered to, see Figure 7.  
This enables service providers to offer coverage to a greater number of users as long as 
the service provider has enough frequencies to ensures the appropriate spacing 
requirements are met in between them (Stallings, Wireless Communication and 
Networks).  

















Figure 7. Frequency Reuse in Hexagon/ Honeycomb Pattern 
―How can the communication requirements, as identified in the 1st Marine 
Division UNS, be better addressed with a cellular COTS solution?‖  Unlike the rigid 
processes of the military such as the procurement process and, the Research and 
Development process, cellular COTS technology is wide open for exploration and 
experimentation.  The commercial industry has and will continue to do the majority of 
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the research work required to continually develop cellular and wireless technologies.  As 
it has evolved, the capabilities garnered from greater understands of these technologies 
has generated seemingly endless potential uses.  With COTS smartphones and 
smartphone applications leading the cellular network technology industry, there are 
numerous options available to the DoD that can more than adequately satisfy the 
requirements of the UNS, and in many cases surpass them.  Furthermore, COTS 
technology, smartphones specifically, afford the largest possible forum by which to 
satisfy capability requirements that have yet to be identified for the next generation 
warrior.  Tactical radio nets, with limited or no data capability, are failing today‘s 
warfighter and may likely be unaccepted by tomorrow‘s.  The Army has already taken 
huge steps towards the concept of enhancing its soldiers‘ war fighting capabilities with 
smartphones (Vanden Brook, 2011).  The Army has conducted a number of proof-of-
concept exercises with this technology in addition to having established its own 
smartphone application repository; the Connecting Soldiers to Digital Applications 
(CSDA) is the Army‘s bank of applications that continues to grow with the contribution 
of soldiers as well as third parties (Rosario, 2011).  The Marine Corps, too, must at least 
further its own inquiries into the potential of COTS cellular technology.   
How can the advancements in COTS cellular technology be leveraged by the U.S. 
military to enhance command and control (C2) systems for future garrison and combat 
environments?  In a body of work created by a member of the Military Wireless 
Communication (MWC) Research Group of the Naval Postgraduate School, Marine 
Corps Captain Josh Dixon introduces in his thesis work a notional ―Tactical Mobile Base 
Station‖ in which a military unique, cellular network could be established and deployed 
to support the forward edge.  In his work, he references the efforts of the U.S. Army‘s 
Research Development and Engineering Command (RDECOM), Communication-
Electronic Research, Development and Engineering Center‘s (CERDEC) Joint Cell 
Phone Project that reconfigured a Base Transceiver Station and Mobile Switching Center 
(MSC) to carry traffic on the DoD‘s owned UHF spectrum suitable to carry cellular 
signal (1755–1850 MHz).  Below are diagrams that depict what a tactical cellular 
topology could possibly look like using either a vehicular mounted antenna or an aerial 
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borne relay.  These diagrams illustrate how cellular or wireless connectivity could 
notionally be extended to the tactical edge.  With an established cellular or wireless 
network pushed to the forward edge, our warfighters could take full advantage of various 
COTS technology such as smartphones and smartphone applications that would 
drastically improve their communication capabilities and, significantly increasing their 
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Figure 8. Notional Cellular Network with Vehicle Mounted Cellular Antenna 
 Figure 8 illustrates a notional concept of using cellular antennas mounted on to 
forward deployed tactical vehicles to capability push a cellular signal out to dismounted 
troops in the field. Using very small aperture terminals (VSAT) for backhaul of cellular 
and wireless service, a signal connection could be established with a satellite allowing for 
the signal to be transmitted and received by a ground station at an established operating 
base.  This signal could then be pushed out to nodes consisting of forward deployed 
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tactical vehicles equipped with cellular antennas that can receive that signal, possibly via 
WiMAX.  Those antenna equipped vehicles could then propagate a cellular or wireless 
signal to dismounted troops with its coverage are.  If this were a DoD cellular network, 
the operating base‘s Network Operation Center (NOC) or System Control Center 
(SYSCON) could serve as the mobile telephone switching office (MTSO).  If part of a 
larger overall DoD deployed network, either through a digital trucking connection or a 
land fiber connection, the signal can connect back to an established infrastructure in 






















Figure 9. Notional Cellular Network with Aerial Replay 
 Figure 9 illustrates a notional concept of using aerial replays to push a signal out 
to the tactical edge, supporting dismounted troops with cellular or wireless digital 
services (Alberts and Hates, 2005).  The concept is similar to that depicted in Figure 8 
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however, troops on the ground could establish a smaller signal footprint through a man-
packable transmission terminal that replays the signal back to the operating base‘s NOC 




















Figure 10. Notional Cellular Network with Tethered Signal Balloon 
Another variation of getting cellular and wireless signals out to the tactical edge 
could be as shown in Figure 10.  In this diagram, a balloon is equipped with a relay 
antenna and tethered to the ground so that its antenna hovers hundreds of feet in the air.  
Balloons such as these were employed all over Baghdad, equipped with various 
equipment items to serve a number of purposes.  In this notional concept diagram, 
forward deployed troops could send and receive digital services on their smartphones 
through a cellular and or wireless connection via either their man-packable transmission 
terminal or by way of the antenna equipped tactical vehicle.      
Various commercial entities in the cellular technology industry have already 
created, and are currently marketing similar capability concepts that can extend cellular 
and wireless capabilities out to the tactical edge.  The COTS technology exists; the DoD 
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only needs to remain abreast of it as the commercial industry continues to develop it so 
that the DoD can exploit such opportunities for viable military applications.  The novel 
idea of the DoD having its own fully dedicated cellular network maybe too challenging 
for execution today, yet if efforts are not put forth today to explore the possibilities for 
tomorrow‘s uses, the concept may never fully mature, leaving our warfighters 
disadvantaged on the battle field against an enemy who can. 
There are ample innovative examples where independent entrepreneurs and 
manufacturers have tried and are still trying to develop a means to bring true cellular 
service out to the tactical edge.  Some use a cellular base station in tandem with a satellite 
terminal to push a cellular signal out to mobile handsets, giving its users the same look 
and feel of being connected to a real cellular network.  An example of such a system is 
Altobridge‘s Remote Contiguous Communications (RCC) tactical cellular system.  This 
system‘s suite of hardware consists of a patented AM Gateway platform, a standard pico-
cellular base station and satellite transmission system such as a BGAN or VSAT terminal 
along with a ruggedized Panasonic Toughbook.  The cellular bubble that it establishes is 
a secure, closed-user-group network (Altobridge, 2007).  Another more recent release 
that employs the latest advancements in cellular technology is, Harris Radio‘s 
KnightHawk 3G.  This tactical 3G Cellular Network-in-a-Box for Warfighters, is a self-
contained system that uses a Wideband Code Division Multiple Access (WCDMA) 
cellular network operating in the 2100-Mhz band.  The system provides 10 watts of 
power output and has the capacity to host up to 60 simultaneous voice callers and up to 
14 simultaneous High Speed Packet Access (HSPA) data connections.  It can provide 
connectivity speeds of up to 14.4 mbps for downloads and up to 5.76 mbps for uploads 
(Wollman, 2011).  Even the U.S. Army‘s capabilities demonstration that it recently 
conducted using JTRS‘s radios in tandem with COTS smartphones, supports the notion 
that COTS-leveraged technology is the way ahead for tomorrow‘s warriors who can fight 
and win the nation‘s battles.    
Leveraging COTS technology is the best way to discover the solutions for 
tomorrow‘s capability gaps in the DoD without having to heavily invest in the overhead 
itself.  As COTS technology continues to increase in demand such as the case with 
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smartphones, driving the commercial industry to seek innovative ways to advance the 
technology, the DoD can explore and experiment with what is already available to 
discover for itself what capabilities it can extract to satisfy its own unique requirements.  
The open market justifies the advancements made in the industry through sales, the DoD 
only needs to keep pace with the technology so that it can make knowledgeable 
adjustments to the readily available technology in order to better serve the unique 
environments it places its warfighters in.  The greatest challenge for fully and capably 
bringing COTS cellular technology and smartphones out to the tactical edge today, is 
enabling a DoD managed/controlled cellular and wireless signal to propagate out there.  
Novel innovative ideas, such as equipping tactical vehicles with mounted cellular 
antennas, making them in to mobile cellular towers, and deploying them out to the 
operating environments, could very well be a viable solution.  Extending cellular service 
to the tactical edge through aerial relay, as depicted by Figures 8 and 9, could very well 
another.  Therefore, while the technology to push a pure DoD cellular or wireless service 
out the tactical edge may not exist today; because the technology‘s growth cycle is so 
rapid, keeping abreast of the developing technology allows the DoD to nurture the 
concepts as it matures.  Meanwhile, as we await the right signal propagation technology 
to round the corner so that may achieve a pure DoD cellular or wireless network to the 
tactical edge, we can work right now using interim transmission mediums to satisfy the 
requirements of the warfighters at the tactical edge, by embracing the COTS capabilities 
already available to accomplish garrison and training missions in a permissive 
environments.  Training to use COTS technology, such as smartphone and smartphone 
applications in a permissive environment to deliver to warfighters‘ their required 
capabilities, is something we can exercise right now. 
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III. SMARTPHONE TECHNOLOGY 
A. INTRODUCTION 
The greatest distinguishing feature of a smartphone is its advanced operating 
system.  With an advanced operating system, smartphone devices are capable of 
operating at a comparable or even equivalent functional speed as a Windows or Mac OS 
on a computer.  Factor in its virtually infinite extensibility through applications, its form-
factor size and its relatively intuitive ease of use, and it is not surprising that demand for 
smartphone technology continues to skyrocket.  Aside from the advance operating system 
that forms a layer of interaction between the phone‘s hardware and application, 
smartphones are ―smart‖ in that it can discover and provide recommendations to the user.  
For example, a basic nonsmart phone might allow users to us a browser to access e-mail 
once configured to do so (sever address, port, etc.), whereas a smartphone can discover 
these things based on the user‘s e-mail identification (Sahil, 2010).    
Exploring industry leading COTS cellular capabilities is a sound way to ensure 
that the equipment we send forward with our warfighters are in fact capable tools to 
accomplish their mission because, global consumer demands will always push the 
industry to develop better products.  Additionally, having a requirements-based, cost-
effective, user-friendly smartphone-like device, equipped with the current commercial 
industry‘s standards could potentially save the military millions of dollars in R&D and 
procurement costs but more importantly, make the tactical warfighter even more effective 
and lethal on the battlefield.  The remainder of this body of work will explore current 
capabilities commonly found and used with COTS smartphone operating systems and 
applications.  For example, typical application functions that can be found with 
practically any smartphone on the open market today are point-to-point and, point-to-
multipoint instant messaging, texting, photo and video capturing, in addition to Internet 
access.  Individually, any one of these fundamental applications could dynamically 
increase a small-unit leader‘s SA.  Collectively, these fundamental smartphone functions 
would dramatically aid in creating an enhanced awareness of the battle field situation for 
any unit leader.  Leveraging the commercial industry‘s research and development efforts 
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to satisfy military operational communication‘s requirements simply allows for military 
leaders to focus more on the message and less on the medium. 
In the summer of 2009, the Marine Corps Warfighting Lab (MCWL) conducted 
an experimental study to further evaluate the operational utility of technology at the 
company-level and below.  Those experiments were intended to discover the limitations 
of traditional radio frequency (RF) as compared to a networked technology that enabled 
communication advancements and capabilities brought to the warfighter at the tactical 
edge.   
The company requires voice, data, and surveillance fused into a single 
common operating picture, in order to support centralized and distributed 
architectures.  This includes support to highly mobile forces with on-the-
move or over-the-horizon communications for disparate tactical nodes.  
Achieving this will require increased bandwidth and improved network 
services.  Tactical units must gravitate from push-to-talk radios systems to 
mobile ad hoc mesh networking. (Conway, 2008)   
Referencing a 1
st
 MARDIV UNS that supports the finding of the MCWL 
experiments, as specified with its listed requirements, this thesis work aims to satisfy 
those requirements though an applied solution using COTS smartphone technology and 
smartphone applications.  Recognizing that today‘s advancements in smartphone 
technology can adequately address these capability requirements and more, is a step 
towards furthering the concept of pushing cellular and wireless technology to the tactical 
edge (Hastings, 2009). 
B. INDUSTRY LEADING COTS SMARTPHONE OPERATING SYSTEMS 
As mentioned earlier, the advanced operating system of a smartphone is its 
differentiating factor.  To the common user however, a smartphone‘s operating system 
(OS) may not be as much of a deciding factor as is its hardware and its user interfaces are 
(i.e., visual appearance and functionality).  We grant that the OS does play a significant 
role with the devices‘ functionality but, tailored functionality is also heavily dependent 
on the availability of applications that can enhance the personalization of the device to its 
user.   Listed below, in no particular order of precedence, are manufacturers and 
characteristic of the industry‘s leading smartphone operating systems.  While many 
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others are available and employed worldwide, these manufacturers and their OS‘s, are the 
industry‘s most prominent and most globally in demand. 
1. Apple iOS 
Derived from the Mac OS X used on Mac computers, iOS is Apple‘s mobile OS 
for its mobile phone devices.  The Unix-like operating system, using an aqua theme with 
its Graphical User Interfaces (GUI) was first introduced on Macintosh desktop computer 
systems back in 2001.  The more recent release of Apple‘s smartphone product line, the 
iPhone, running on the iOS platform was released in June of 2007.  The programming 
language used to develop iOS is named ―Objective-C.‖  Objective-C is a type of object-
oriented programming language that enables sophisticated programming via a relatively 
simple programming language (MAC OS Developer, 2010).  Being the first to 
incorporate a multitouch screen in place of the traditional key pad, along with Apple‘s 
aqua theme and GUI‘s, the iPhone‘s launch was met with strong consumer demand, 
reporting 1,119,000 iPhones being sold in fiscal year 2007.  Depending on the version of 
iOS used (4.2.x, 4.3 or the newest 5), the iOS platform can operate in CDMA or GSM, 
giving global coverage flexibility to its users.  Starting with music, Apple has ventured 
into cloud-based services; this gives the industry indications into the relevance of cloud 
services (Kolakowski, 2011).  Using Apple‘s iPhone Applications Store, users can find 
over 425,000 applications that add to the robustness of a user‘s iPhone (Apple, 2011). 
2. Microsoft Windows Phone 7 
The most recent successor to Microsoft‘s Windows mobile device OS platform 
line, Windows Phone 7 (WP7) built on Microsoft‘s C# programming language, was 
released in the United States in November of 2010.  Microsoft, which has traditionally 
followed product-line evolution with its PCs, tablets and pocket PCs, scrapped the old 
Windows Mobile platform that was based on Windows Embedded Compact 5 OS (Win 
CE 5), which was a component-based, embedded, real-time operating system, and uses 
the new WP7‘s OS instead.  The major differences between Win CE 5 and Win CE 6 are 
that the Win CE 6 kernel layout now supports the file system, the bulk of its drivers, the 
Graphics Windowing and Events Subsystem (GWES), and it has a new virtual memory 
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model, in addition to raising the process limit from 32 simultaneous process (Win CE 
5.2) to 32,768.  These and other features have led to a significant reduction in system 
overhead for the OS.  WP7‘s programming is conducted using shared-source and can be 
done in any language that uses the .NET managed code framework, yet coding must be 
done through Windows Mobile Software Development Kit (SDK) (Holwerda, 2010).  Of 
note, Nokia, who is a global leader in mobile phone and smartphone manufacturing and 
sales, announced in 2011 that it will drop the Symbian platform and migrate to the WP7 
platform for its future mobile phones and smartphones (McDougall, 2011).  WP7 
smartphones are GSM enabled, but Sprint plans to release the first CMDA technology 
smartphone running on WP7 sometime early next year (Shohag, 2010).  Microsoft‘s 
repository of its mobile applications is named the ―Marketplace‖ and currently houses 
over 25,000 applications for the Windows mobile OS (Reisinger, 2011).   
3. Google Android 
A member of the Open Handset Alliance (OHA), Google‘s Android OS was 
released in September of 2008.  The Android OS is based on the Linux Kernel consisting 
of an open-source software stack that includes an OS, middleware and other key 
applications.  The significance of it being an open-source platform is that any developer 
can access the same framework of Application Programming Interface (API) that is used 
by its core applications (Open Handset Alliance, 2011).  The intent is to enable Android 
developers (anyone who can write code) to build innovative applications by allowing 
them access to its application coding review and component reuse (Metz, 2010).  Code 
developers can use the Android software development kit for developing new 
applications.  The Java programming language is the primary language used for Android.  
Some key capabilities and traits of the Android OS are robust multitasking, greater 
hardware options, (the OS is not tied to any one manufacturer or brand name) directly 
translating to more service carrier options, and Read Only Memory (ROM) customization 
(Escallier, 2010).  The latest version of the Android OS is Android 2.3.3, which can be 
found running on a host of devices and depending on which model some can operate in 
GSM, CDMA or both.  With the open-source development strategy, unknown numbers of 
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programmers continue to create and refine Android applications; Google reports there are 
200,000 applications at the Android Market (Reisinger, 2011).   
4. Research in Motion (RIM) BlackBerry 
Designed and developed by Research in Motion (RIM), its first device was a two-
way pager and was launched in 1999.  The later BlackBerry line of mobile phones, more 
predominately known for their mobile push e-mail and browsing capabilities has since 
seen worldwide notoriety (Everett, 2007).  Depending on the device model, the 
BlackBerry phone can operate in either GSM or CMDA, providing its user with greater 
geographic flexibility.  The current OS for BlackBerry is OS 6, but there is speculation 
that the soon to be released BlackBerry  OS 7 will have devices that may run on a High 
Speed Packet Access (HSPA) variant that extends and improves the performance of 
existing Wideband Code Division Multiple Access (WCDMA) protocols (Kar, 2011).  
While older versions of the OS platform were based on C++, for its newer versions RIM 
fully supports the use of Java 2 Platform, Micro Edition (J2ME) (Mahmoud H. Qusay, 
2005).  The newer BlackBerry OS platforms also supports Java‘s Mobile Information 
Device Profile (MIDP) for embedded devices.  BlackBerry devices are offered by a 
number of carriers however, all of its devices are linked to RIM‘s Network Operations 
Center (NOC) that direct connects to BlackBerry‘s Enterprise Servicers (BES) located 
worldwide (Computer Doctors of South Florida, 2009).  The BlackBerry ―App World‖ is 
RIM‘s repository where users can find BlackBerry applications. 
5. Hewlett Packard (HP) WebOS 
WebOS is the successor to Palm OS.  It was developed by Palm but later acquired 
and then further refined by HP.  HP WebOS was released in April of 2010.  WebOS is a 
closed-source OS yet it has some source aspects that are released under General Public 
License (GPL).  Recently however, HP has made known their plans to license its WebOS 
to try to entice developers and spark greater interest into its products.  HP runs the 
WebOS on all of its latest mobile phone as well every HP device (tablets, smartphones, 
desktops, printers).  By intended design, the WebOS‘s data synchronization is based on a 
cloud approach instead of a desktop sync client but HP has not yet launched a smartphone 
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product using it.  WebOS 3.0 is their latest version and is expected to be released 
sometime in the summer of 2011.  Current devices running WebOS 2.x are either GSM 
or CDMA, but the devices running on WebOS 3.0 will be dual mode for both GSM and 
CDMA (Computer Doctors of South Florida, 2009).  HP‘s focus with WebOS is aimed 
more toward the enterprise level than its consumer markets, yet HP does intend to grow 
WebOS in the smartphone industry as well (Bajarin, 2011).  
6. Samsung Electronics’ Bada  
It is important to first identify that developer Samsung, does not refer to its 
mobile OS, ―Bada‖ as an OS but rather simply as a ―platform.‖  At a press conference 
during the 2010 Mobile World Congress where Bada was debuted, clarification was 
given that Bada ―is more of an evolution of the middleware that‘s been on the Samsung‘s 
phone all along‖ (Cha, 2010, pp. 1).   Bada was announced in November 2009 as the 
platform to run Samsung‘s smartphones with the news release coinciding with the release 
of Samsung‘s first smartphone, the ―Wave S8500‖ (Patange, 2011).  Bada has been a 
proprietary platform of Samsung‘s for almost 10 years. During that time the platform has 
had successful launches on other Samsung handsets.  The Bada platform OS is a kernel 
configured architecture, allowing for the use of either proprietary or free and open source 
software.  Native programming for Bada is done in the C++ programming language but 
using Bada‘s software development kit, programming can be done using the C 
programming language as well (Murtazin, 2010).  Though initially releasing its first 
smartphone as a GSM technology device, Samsung promptly released a CDMA variant 
of the same phone (to China) shortly afterwards.  Samsung has been using CDMA 
technology on its cellular devices for many years prior to releasing its smartphone 
(Corbett, 2009).  Samsung Apps, is where users can go to find thousands of apps for their 
Samsung smartphone.  
Figure 11 is a graphical depiction of the global usage data pertaining to the 
smartphone OS‘s covered above.  Note that the Nokia Symbian OS is represented in the 
diagram but was not previously elaborated upon along with the other manufacturers and 
operating systems.  This is primarily due to Nokia having announced its intentions to 
drop the Symbian OS from its mobile phone and smartphone platforms.  Nokia intends to 
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release its new line of devices using WP7 for their OS, as was mentioned within the WP7 
section.  Therefore, it is our belief that for the purpose of this body of work, the Symbian 
OS is irrelevant as a viable candidate in comparison to those operating systems 
previously described.   
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Figure 11. World Market of Mobile OS (icrossing, 2011)
 43 
C. SMARTPHONE APPLICATIONS THAT SATISFY THE UNS 
REQUIREMENTS 
 Listed below are the communication requirements as identified in the 1
st
 
MARDIV UNS along with a brief description of what each capability is to ensure 
understanding of its use with regards to this body of work.  The numeric value to the left 
of each capability requirement identified is its order of priority, as specified in the UNS.   
 
(1)  Text/ Chat 
Text: This is the capability to send a text, image, video and audio message from 
one device (mobile phone, PDA, pager, computer) to another device over a cellular or 
Wifi connection. 
Chat: This is the capability to participate in a conversation engaged online, 
usually conducted through a communication program or forum, i.e., chat room where 
typed messages are sent back and forth almost instantaneously.  
(2)  Voice 
Voice is the capability for audio communication to be had in full duplex.  This 
also implies the ability to engage in conversations with one or more distant ends, i.e., 
standard mobile phone service.  
  (3)  Position Location Information (PLI) 
Position Location Information (PLI) is the capability for a second party to 
accurately locate a device.  This is only possible if the device being searched for is 
adequately equipped to generating a locating signal and remains within the cellular 
coverage area (Prashant Krishnamurthy, David Tipper, and James Joshi). 
*Not specified in the UNS, however, but important to note is that PLI is different 
from the Global Positioning System (GPS), which is the capability for a user of a 
device to accurately identify where that particular device is currently located on 
the surface of the Earth using the 24 satellite constellation system. 
(4)  Imagery/ Map 
Imagery can be a host of objects including but not limited to a digital picture, an 
electronic copy of a document or an electronic drawing/ sketch. 
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Map is the capability of that device to access, retrieve and view topology imagery.  
This includes but is not limited to road infrastructures, bodies of water and water ways 
and terrain features (natural and man-made).  
(5)  Streaming Video / ISR Data Link 
Streaming video is the capability of a device (hardware and software) to process 
requested digital, video formatted data at a rate that allows for continuous viewing free of 
interruption or intermittence.  This implies the requesting users‘ device has access to an 
IP network i.e., Internet or that the cellular infrastructure supports for devices to be able 
to stream videos, i.e., 3G/4G. 
ISR data link protocol uses a full duplex point to point common data link (CDL), 
―to provide a jam resistant to providing a jam resistant spread spectrum forward link and 
a higher rate return link‖ (Pierce M. Brian, 2008).  
(6)  Coalition 
This is the capability to exchange communications with our international partners.  
The exchange includes but is not limited to voice, data and network infrastructure.  
Regarding cellular technology, this implies that the device may likely have to be GSM 
capable and be able to operate in multibands.  
(7)  Biometrics 
This capability is the ability to use science and technology to measure and analyze 
biological data, specifically, ―information technology, biometrics refers to technologies 
that measure and analyze human body characteristics, such as DNA, fingerprints, eye 
retinas and irises, voice patterns, facial patterns and hand measurements, for 
authentication purposes‖ (Lennard-Peter Sutherland, 1998).  This capability is respective 
of two primary purposes, 1) as a security feature on a user‘s device or 2) to collect, send, 
receive, and validate biometric data through a remote database.     
(8)  SIPRNET / Web Browsing 
This capability enables access to the DoD‘s Secure Internet Routing Protocol 
Network (SIPRNET).  Attaining access in to the SIPRNET network, also allows for the 
browsing of its sites (site authorization dependent) as well access to SIPRNET e-mail. 
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(9)  E-mail 
This is the capability for a user of a device to access, retrieve and transmit and 
create digital messages, (electronic mail) on a network service provided account.  E-
mailing capability is a function of the device but uses the Internet to send and receive 
messages from one service provider network account to a different network‘s account.   
Since satisfying these specified capabilities are dependent upon more than just a 
devices‘ OS, i.e., hardware, software applications, and infrastructure, a broader view that 
takes into consideration all aspects of a device‘s characteristics is required before a 
recommendation can be derived.  To illustrate this point, Table 1 shows, which 
smartphone OS along with the appropriate software, has at least a hardware platform that 
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TEXT / CHAT X X X X X X 




* * * * * * 
IMAGERY / 
MAPS X X X X X X 
STREAMING 
VIDEO / ISR 
DATA LINK 
X X X X X X 
COALITION X X X X X X 
BIOMETRICS * *  X *     
SIPRNET / WEB 
BROWSING 
  **         
E-mail X X X X X X 
                  X capable       * capable, with exception 
Table 1.   Smartphone Capability Matrix 
At a glance, based on the illustrations of Table 1, it would appear as though any of the 
above smartphone OS‘s, when augmented with the appropriate software and hardware, 
could be adequately employed to satisfy the listed requirements.  Source details of 
hardware platforms, as well as asterisked sections in Table 1 are provided as follows: 
- Apple‘s iPhone 4, running on iOS is a ―jail break‖ biometric face recognition 
application and is only capable of securing a personal device (Apple.com, 
2011). 
- HTC‘s HD7S running on Windows OS does not have a biometric capability.  
However, General Dynamic‘s Sectera Edge running on Windows mobile OS 
does (General Dynamics C4 Systems, 2011).  Although the Sectera Edge is 
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based on an earlier Windows custom edition (CE) OS, Windows Phone 7 is 
the successor to it.  Sectera Edge is NSA approved for SIPRNET access 
capability (Surur, 2010).  There are biometric software available for certain 
devices that run on a Windows mobile platform (Aware, 2011).  
- Motorola‘s Atrix running on Andriod OS is the first manufacturer equipped 
biometric reading smartphone (Topolsky, 2011).  The Android OS also has 
biometric applications available for other Android devices (Andriod Market, 
2011). 
- RIM‘s Bold 9780 running on BlackBerry OS can be loaded with a biometric 
application (Michaluk, 2010). 
- HP‘s Pre 3 runs on WebOS (Letts, 2011). 
- Samsung Wave 578 runs on Bada OS (Epstein, 2011). 
- * Note, while not true PLI, a GPS enabled mobile phone can be tracked either 
voluntarily by the user subscribing to a service provider‘s phone tracking plan 
or by the user enabling a phone tracking software application on phones that a 
user wants to track; or a phone can be tracked involuntarily as in the case of a 
911 call (eHowKnol, 2009). 
With a wide variety of COTS smartphone operating systems and hardware devices from 
that to choose, determining that options or combination thereof that are most applicable 
to the DoD and of greatest benefit to small-unit leaders is not necessarily obvious.  That 
is, it depends on several factors.  The product combination (smartphone OS and the 
hardware of the device) must be a platform that can not only ably satisfy the capability 
requirements, such as those specified in the 1
st
 MARDIV UNS as illustrated in Table 1 
but also be inherently flexible enough to address those of tomorrow‘s warfighters as well.  
Meaning that as requirements evolve, so must the technology that is employed to address 
those requirements.  If it does not, that technology will fall short in comparison to 
advanced technologies that can be appropriately drawn upon to address new or emerging 
requirements.  Based upon, but rather unlike, other major technology capability 
investments, i.e., Mine Resistant Ambush Protected (MRAP) vehicle, V-22 Osprey, 
Mobile User Objective System (MUOS), etc., where hardware configuration changes are 
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impractical, the DoD will want to seek a solution with foreseeable longevity but must 
avoid procuring a fixed form end-item product that can only serve as a solution for 
today‘s requirement.  A product that is a fixed end-item will likely become obsolete as 
capability requirements change or will become increasingly costly to maintain while 
undergoing iterative version upgrades.  A modular open system product that is 
intentionally designed to embrace expected technological changes over time, while not 
having to reinvest in its supply chain architecture or infrastructure, is the ideal solution, 
and COTS smartphone technology provides just that.      
D. COTS SMARTPHONE OPERATING SYSTEM RECOMMENDED FOR 
FURTHER CONSIDERATION  
While there are a number of mobile operating systems with varying 
characteristics available, there are even more hardware device options available that 
support those mobile operating systems.  Depending on the geographic location and the 
demands of its users, service providers can also offer or add features to enhance the 
overall attractiveness of the device, such as streaming entertainment options or access to 
free applications (TopTenREVIEWS, 2011).  The fact remains, there is not just one 
aspect of a devices‘ functionality that makes it standout from all others; a large part of the 
decision is based on personal preference of the user.  Regarding the choice of hardware, 
to one person the key decision factor maybe the look and feel of a device, whereas to 
another, it may be the inclusion of a QWERTY keyboard or a flip or fold form-factor.  
The way a device is sized, shaped, made to look–and-feel are variables that are market 
dependent.  Therefore, because of the rapid rate at that hardware platforms cycle from 
one model to the next, at a pace of approximately every nine months, recommending any 
one hardware platform as ―the‖ choice selection for future investment is unpractical 
(Choney, 2009).  The optimum course of action then, is to remain hardware agnostic and 
focus on software development, specifically the OS and its applications.  With the 
correctly configured set of COTS software applications running on an ideal COTS OS, 
that can be loaded on to a host of hardware devices, the military‘s unique requirements 
would be better satisfied. 
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Factoring in other aspects beyond just the smartphone‘s OS, the abundant 
selection of hardware devices, and the continually mounting number of available 
software applications, military planners must also consider variables such as cost, 
availability, reliability, versatility, and utility.  These variables can have crippling effects 
on a viable solution, if they are not given careful consideration.  To accurately assess the 
real cost of a COTS solution for employing smartphone technology to the tactical edge, 
planners must take a holistic view of the endeavor and categorize it as a complete system.  
The OS itself is useless to the warfighter if there is not a device to accompany it with the 
appropriate user interfaces that the warfighter can use.  The same is true if a warfighter 
has a good device running on a sound OS but is unable to transmit or receive because 
connection service is unavailable.   
Availability, as it relates to life cycle cost of the system (hardware, software, 
infrastructure and support), must be cost-effective enough so that everyone the military 
planner has intended to be included in the system is, in fact, included.  Meaning, that 
everyone who is meant to have a device, has a device.  Reliability pertains to the network 
as it supports and services the system; it must be readily and highly accessible by anyone 
using the system.  An example of poor availability and reliability as it pertains to cellular 
service, could be the gaps in a cellular provider‘s coverage area, weak signal reception, or 
frequent dropped-calls.  In a survey conducted by ChangeWave Reseach, it is shown that 
over time, users were trending toward the carrier with fewer dropped-calls: Verizon 
(1.4%), AT&T (4.6%), T-Mobile (2.3%) and Sprint (2.7%) (ChangeWave Research, 
2011).  While this may not directly correlate with bringing COTS cellular technology to 
the tactical edge, the reliability and availability of service at the tactical edge is a 
foundational reason for the 1
st
 MARDIV UNS.  Military planners must ensure the system 
not only works well in general but that it works when and where it counts the most—
under the environmental conditions in that it is expected to operate. 
Building to an engineered standard is sound methodology to ensure specification 
conformities, but in a fluid environment such as the military, consideration must also be 
given to versatility and utility.  The Sectera Edge for example, a General Dynamics‘ 
Secure Mobile Environment Portable Electronic Device (SME PED) was designed from 
 50 
its inception to meet NSA standards to operate in both unclassified and classified (up to 
Top Secret) levels. It would seem ideal, based on the specifically engineered capabilities 
and functionalities of SME PED, that the Sectera Edge ought to be purchased in mass 
quantities and fielded for use DoD wide.  However, due to the device‘s engineering 
standards and design regulations it being a cryptographic control item and it having a 
significant logistics tail; all with a hefty price tag of $2,650–$3,350 per device makes the 
idea unrealistic (Conrad, 2009).  Especially when the vast majority of the DoD‘s 
personnel operate in the unclassified environment.  An appropriate level of protection for 
the device‘s software and hardware, as well as the users traffic (for both voice and data) 
is required; however, does this necessarily mean that every device requires an NSA 
approved Type-I encryption?  We argue that a base model device, with designed 
versatility to enable a scalable security setting, or the capability to add on security 
measures externally, would better satisfy a much greater number of operational purposes 
and universally support a larger number of end users.   
Additionally, with the versatility for a user to add and remove software to suit the 
specific requirements of that individual user, it greatly increases the utility of that device 
for that user.  As discussed throughout this body of work, COTS smartphone devices 
running operating systems like iOS, BlackBerry, Android, Windows Phone 7 and others, 
are incredibly capable devices that are further enhanced by post-load software 
applications.  To use the body as an analogy where hardware is the skeletal structure, and 
the embedded software (the OS) is the brain; the muscles, joints and tendons then would 
be the post-load software.  The strengthening of a body then, is not done through the 
bones or the brains but rather through the building up of the tissues, the post-load 
software applications.  In this regards, having a large repository of available software 
application from that to download equates to having more versatility and utility. 
With Apple‘s App Store currently holding over 425,000 applications available for 
download, the iPhone would seem the ideal candidate for the military to embrace and 
incorporate as a viable asset to satisfy communication requirements.  The iPhone‘s OS is 
operational on both CDMA and GSM networks so international versatility is satisfied, 
which addresses coalition interoperability.   Furthermore, as of March 2011, the iPhone in 
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general, but the iPhone 4 specifically, remains the best selling smartphone on the market 
(Christopher, 2011; TopTenREVIEWS, 2011).  Despite these qualities however, we do 
not believe the iPhone to be the ideal candidate due to two major reasons.  First, while the 
hardware interface of the iPhone has an obvious appeal to general consumer across the 
globe, it only has one model and the lack of a QWERTY keyboard on that model 
significantly detracts from its versatility.  Though the newly emerged functionality of 
―swiping‖ does allow for much faster ―typing‖ of text, speed of writing is not so much 
the concern.  With a QWERTY keyboard, users can ―type‖ without looking.  In situations 
where light discipline is being exercised, the illumination of a touch screen would quickly 
violate that requirement.  A QWERTY keyboard also keeps common non-alpha 
characters readily available so a user does not have to shift from one virtual keyboard to 
another.   
Second, and more importantly, the post-load software applications in its App 
Store are mainly proprietary.  Mobile applications for the iPhone do come from multiple 
sources, but once procured by Apple, the applications are compiled and therefore are ―as-
is.‖  A compiled code makes it nearly impossible to decipher the original coding.  
Meaning, if users have a unique requirement and an application does not already exist for 
it, users are limited in options.  Users can either create the application required to service 
the particular requirement, if they know how to write code, solicit for an application to be 
developed for them that will satisfy their particular need, or they could just wait until an 
application that does satisfy their requirement is written, approved, and made available 
for download from the App Store by an application developer.  Any of these options, 
however, will have lag times that could potentially be problematic for a host of military 
use-case scenarios.  When a unique requirement comes up and a software solution can 
address it, the military would want immediate access to it.  Furthermore, with so many 
applications being created and added to the App Store on a regular basis, it is plausible 
that there applications that could, with minor ―tweaking,‖ appropriately address a number 
of military-unique requirements. However, if these applications are inaccessible for 
‗tweaking‖ because of proprietary rights, they really are not of much applicable value 
after all.   
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A fundamental reason for the military to use COTS technology is so that it can 
benefit from what the commercial industry already has readily available and leverage it to 
satisfying military requirements, reducing costs and time-to-use.  Systems hosting 
Windows Phone 7, BlackBerry and Bada, allow a little more open-source coding for their 
mobile applications however, a platform that is vastly more open-source than closed-
source would best serve the dynamic environment of the military.   
Such is the case with Android.  To publish an Android application only requires a 
user to register, create an ―app,‖ and upload it.  The uploaded application is available 
within seconds in the Android Market repository and is then immediately available for 
other users to access it as well as rate it (Android Developers, 2011).  Additionally, 
because the Android OS is fundamentally open source, users can access and ―tweak‖ the 
codes of other applications to enhance or tailor it, per that user‘s needs.   
Based on the reasons presented about the military‘s unique requirements, the fluid 
nature of the environments that the military operates in, and the versatility offered by the 
OS, we recommend Android as the platform the military should embrace for further 
consideration.  Remaining hardware agnostic and using Android as a launch pad to 
provide the military access to a greater number of available applications that can be 
―tweaked‖ as necessary to address military-unique requirements is how COTS cellular 
technology may be employed to benefit the military.  Incorporating either a tailored 
security-enabled device or an external add-on security feature to a base model device, 
such as a security sleeve, and employing it on a network such as one of the earlier 
proposed notional DoD cellular networks could be a holistic approach to bringing COTS 




The ultimate proving ground for any product, be it a weapon system, transport 
vehicle, or communication asset, designed to assist the warfighter in accomplishing the 
mission, is combat.  During a combat engagement, however, is not the time or place for 
proof-of-concept experiments and theory explorations.  The primary purpose served 
throughout the testing and evaluation process of a product‘s acquisition life cycle is to 
ensure that the item being tested will execute as expected when employed.  As some of 
the communication assets currently being employed by our warfighters have become 
inadequate in supporting their requirements, as has been outlined in this body of work, 
new and innovative ideas must be researched so our warfighters will have the most 
capable and robust communication system possible.  Field stripping was mentioned in an 
earlier section, elaborating on how Marines mitigate against decreasing combat 
effectiveness levels due to carrying excessive weight in a combat load.  An unusable, 
unreliable, or an excessively cumbersome item to the warfighter will likely be left behind 
or utilized for something other than its intended purpose.  In a combat environment, 
where the constant threat of any situation at any time is subjected to an instantaneous 
escalation of force, every piece of gear a warfighter carries must be mission capable at all 
times.  In practically every after-action report or lessons-learned document that follows 
an operation, mission, or training evolution, shortfalls in communication capability or 
failures with the communication asset itself can usually be found.  The message from 
those operating at the tactical edge is clear, communication is essential and current assets 
are not fully meeting those requirements. 
A. USE CASE CAPABILITY SCENARIOS 
 Marine Corps Warfighting Publication (MCWP) 3-11.3, Scouting and Patrolling, 
provides Marines with the fundamental instructions on scouting and patrolling, in 
addition to expounding on what purposes they serve.   
Infantrymen are sent out as scouts or as members of a patrol because the 
commander needs information about the enemy, terrain, and the location 
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of friendly troops.  The lives of the entire unit may depend upon the 
success or failure of a scout or patrol and the accuracy and timeliness of 
the report… To wage combat successfully, a commander must have 
accurate, detailed and timely information about the enemy, the terrain and 
adjacent friendly units. (Marine Corps Combat Development Command, 
2000)   
This underscores the criticality of the communication capabilities sent forward 
with those conducting the scouting and patrolling missions.  For gathered information to 
have the greatest level of significance, it must be communicated back within a reasonable 
time frame depending on the situation.  The longer a commander has to wait for 
information, the higher the chances are that the situation as reported, has changes since 
the information was gathered and passed. 
 Furthermore, because scouts serve as the eyes and ears of the command, the type 
of information desired by a commander can span across a wide range of requirements.  
With just a PTT radio, the communication line between a scout and higher headquarters 
is very limiting when compared to what communication capabilities are available for 
employment using COTS cellular technology.  Putting a small form factor COTS 
smartphone device with cellular or wireless connectivity into the hands of a scout, would 
greatly enhance the scout‘s ability to transmit all collected data back to the commander in 
near real time without having to deal with what may be a cumbersome radio system in 
order to do so.  Leaders in 1
st
 MARDIV expressed their concern over their small-unit 
leaders having to conduct operations with limited communication capabilities by stating, 
―Companies operating distant from their parent battalion will not be able to exercise 
consistent and reliable C2 during expeditionary operations.  Without a robust supportable 
CAPSET V suite of equipment and associated training, the company is immensely 
limited in its ability to provide rapid C2 in theater, thus decreasing its overall combat 
effectiveness‖ (Hastings, 2009).  Given that the commercial cellular industry provides for 
these very same desired capabilities on a regular basis to hundreds of millions of users, 
not enabling the same for our warfighter is unacceptable.  Having the ability to pass data 
in a near real-time manner could dynamically affect the outcome of actions taken on an 
objective based on the data provided to commanders by their scouts.  The vast 
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capabilities available through COTS smartphone software could also better serve 
warfighters at the tactical edge with more robust capabilities than currently available with 
their organic communication assets. 
Consider the operating radius of a fire team, i.e., the distance from one fire team 
member to another.  This distance can, of course, fluctuate depending on a number of 
variables such as mission, terrain, visibility, and speed of movement.  In an open terrain 
environment, team members will likely operate further apart from one another where as 
in an urban environment, team members maybe right on each other‘s heels.  There is no 
doctrinal prescribed distance within that a fire team must operate or stay apart from one 
another; however, as a guide, Marines are trained to respect the effective wound radius of 
antipersonnel weapons, such as a fragmentation grenade, that is approximately 20 meters, 
depending on make and model.  The overall importance is that the unit leader maintains 
control of the unit, regardless of operating radius.  The significance of this is that, 
considering only operating distance, the IISR does adequately satisfy the voice 
communication requirements.  However, when factoring in terrain, the fluid nature of 
operations, and a constantly changing threat environment, maintaining the necessary 
continuous LOS connectivity becomes increasingly challenged making the capabilities of 
the IISR less employable. 
Given any tactical level mission, where establishing or maintaining 
communication is essential, a COTS smartphone operating over a cellular or wireless 
network, could better support those communication requirements.  Troops conducting a 
movement-to-contact mission could make use of the device‘s GPS, imagery display and 
hands free voice capabilities.  A unit established in a defensive posture could make use of 
the device‘s text and chat features to pass information back and forth, eliminating the 
need to run wires around the perimeter for a traditional gun loop.  Sentries at an 
observation post could send streaming videos of enemy activities to higher headquarters 
from their position with minimal risk of having essential information details lost with RF 




smartphone could offer the warfighter in a combat environment and with an open source 
OS like Android, any functional capability that does not already exist, might be created in 
short order through rapid prototyping.    
 Can COTS cellular technology employed in a tactical environment provide 
equally applicable utility for warfighters in a garrison or field training environment, or 
are tactical combat services and garrison services incompatible capability sets?  Short of 
actual combat, the closest simulation of a combat environment to test and validate a 
product or capability is during training evolutions.  Referring back to the notion of having 
an established tactical cellular network for those austere environments, as was described 
in an earlier chapter, the cellular capabilities exercised in one environment would be 
practically the same in all environments because the functional capabilities employed by 
a warfighter are primarily dependant on the mobile applications that the warfighter has 
loaded onto his or her device.  The backbone infrastructure that provides the connectivity 
path does not affect what software applications a user loads and runs on his or her device.  
Therefore, if one warrior prefers a look and feel of a particular GPS application over the 
GUI of another—for example, that warrior should be authorized to download it and use 
it—the caveat should, however, remain that all applicable network security and 
information assurance regulations are met, that there are no policy violations with those 
applications on the network, and that data formats are compatible and interoperable with 
other user‘s application options.  So, while the purpose of a country‘s military is to 
defend the sovereignty of that country, a greater percentage of a military‘s time is spent 
in a ―preparing-for-combat‖ capacity than it is in an actual ―conducting-combat-
operations‖ capacity.  This being the case, administrative and logistics operations make 
up the larger percentage of activities being performed by the military.  Therefore, capably 
employed COTS smartphones in a tactical environment would transition over to a 
garrison environment almost seamlessly because software applications are resident to a 
device and function indifferent to the type of network on that the device is currently 
operating as long as the required connectivity, cellular or wireless, can be established.  
Not all software applications, however, require continuous connectivity to 
function properly.  For example, many garrison activities, such as generating an 
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administrative report, where a user has a template format to input raw data as the data 
becomes available can be effectively employed on smartphones.  Such data includes 
tracking run times during a physical fitness test; professional development training, such 
as computer based training where a user can download a session and view it at his or her 
leisure; or viewing technical publications, such as when a motor transport mechanic must 
defer to a technical manual for specifications but could instead have it electronically 
available on a smartphone for faster search referencing.  These, along with a host of other 
functions, can all be performed absent of having network connectivity.  Then once the 
report is filled out, the training completed or the publication no longer needed, the user 
can establish a connection and submit or retrieve anew.  The small form factor of a 
smartphone along with the emerging 4G technology allow for tasks that do require 
continuous connectivity such as convoy operations, where GPS capabilities would be 
heavily employed; troop movements, using the security strips on individual identification 
cards to track personnel and the tracking of cargo using radio frequency identification 
tracking tags; remote sensor streaming data, such as with security and surveillance efforts 
could all be better serviced using COTS smartphones.   
The challenges addressed in this body of work focused primarily on the tactical 
environment because throughout the commercial industry it is evident that COTS cellular 
technology is already capably being employed in the garrison environment.  Furthermore, 
as transitioning from an established tactical network to a garrison, or vice versa, has little 
bearing on the smartphone device or its resident software, the challenge is then how 
quickly military leaders can get COTS smartphone technology to the tactical edge.       
B. RECOMMENDATIONS 
Bridging the gap between the common commercial conveniences of a smartphone 
and military communication systems currently deployed for command and control, has 
been a fundamental theme in this research.  The fact that military personnel are using 
their personal cellular phones or smartphones to conduct operational business only 
emphasizes the need to further this research.  The unauthorized employment of cellular 
phones by uniformed personnel to conduct official business may be due to a number of 
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variables.  Some may in part be due to unreliable tactical equipment, terrain effects, 
distance, or limited capability, or in part because of the availability and access to more 
capable non-organic systems.   The purpose of this research was to assist the Services to 
further recognize and understand this rapidly evolving industry particularly with respects 
to the utility and versatility of cellular technology. 
The Army is currently taking a strong stance towards embracing this technology 
and we believe that the other service branches will soon follow suit, if not already, in the 
very near future.  To complement and advance its own research and development efforts 
regarding tactical and garrison C2, the DoD must leverage the innovations of the 
commercial sector, particularly in the areas of cellular, wireless, and general software 
engineering, in order to reduce the time-delay between capability-gap identification, 
resolution and implementation.  Additionally, we note that cellular and wireless 
technologies that can be uniformly employed across the U.S. military at the tactical level 
would greatly serve and empower joint interoperability. 
While not all functionalities and capabilities associated with a COTS smartphone 
may be directly applicable to military operations with regards to Command and Control 
requirements, a host of software applications are available within this technology domain 
that can directly benefit the warfighter.  Whether training in garrison or conducting 
operations in a combat environment, troops in today‘s environments readily carry and 
depend on their cellular phones as a means to communicate.  The simplicity of the 
smartphone, the intuitiveness of its functions, and its relative high reliability rate for 
reaching the distant end are significant and indisputable facts.  As commercial cellular 
and wireless technologies advance so rapidly research must be regularly conducted by 
military planners to ensure opportunities to close communication capability gaps are not 
missed, leaving warfighters possibly vulnerable to potential threats.  Furthermore, with a 
plausible commercial COTS solution, Marine Corps Systems Command 
(MARCORSYSCOM) may find it advantageous to further expand the research efforts 
being conducted by the MWC research group and students as it pertains to incorporating 
COTS cellular technology in to USMC C2 systems. 
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